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Abstract. In this paper, we consider reliable cooperative spectrum sens-
ing in cognitive networks under the Spectrum Sensing Data Falsification
(SSDF) attacks. One effective method to mitigate the SSDF attacks is the
q-out-of-m fusion scheme, where the final decision is based on q sensing
reports from m polled users. In this paper, first, we derive the asymptotic
behavior of the fusion scheme as the network size increases. It is found
that the false alarm rate decreases exponentially as the network size in-
creases, even if the percentage of malicious users remains fixed. Second,
we propose an iterative approach to obtain the best scheme parame-
ters that minimizes the false alarm rate and enforces the miss detection
constraint. Third, we discuss different attack scenarios and propose a
malicious user detection method to further improve the performance.
It is shown that by exploiting the malicious user detection scheme, the
system performance is improved significantly under various attacks.

Keywords: cognitive networks, cooperative sensing, malicious attack,
data fusion.

1 Introduction

Spectrum is the most precious resource for communication networks. Due to
the wide range of existing and emerging applications, spectrum scarcity has
become an urgent problem. Meanwhile, according to the Federal Communication
Commission FCC, the utilization of the licensed spectrum bands in space and
time has shown to be between 15% and 85% [1]. The spectrum scarcity and
underutilization issues have motivated the development of a new paradigm based
on dynamic spectrum access and known as cognitive networks [2]. In cognitive
networks the spectrum is used opportunistically by secondary users when it is
not utilized by the licensed (primary) users. To do this, the spectrum is sensed
and the spectrum holes are identified prior to transmissions.

In order to improve the accuracy of the spectrum sensing process, cooperative
spectrum sensing was proposed [3], where multiple cognitive radios share their
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sensing information with the fusion center, which makes the final decision ac-
cordingly. However, the reliability of the cooperative sensing is threatened by the
presence of malicious attacks. One serious threat is the Spectrum Sensing Data
Falsification attack (SSDF) [4]. In the SSDF attack, some authenticated users
are compromised and intentionally report false sensing information. This would
lead to a low spectrum utilization and/or high interference to the primary sys-
tem. In order to mitigate the SSDF attack several approaches has been proposed
in [5–9]. In [5–7], the sensing reports (energy levels) are weighted according to
a certain weighting functions, and the weights are updated based on the radios
instantaneous behavior.

In [8, 9], we proposed a simple, yet effective, hard fusion rule based on the q-
out-of-m scheme. In the q-out-of-m scheme, the final decision is based on q sensing
reports out ofm polled users. In [9], we presented a linear approach to obtain the
scheme parameters, which significantly reduces the computational complexity of
the optimal exhaustive search. In this paper, first, the asymptotic performance of
the linear approach is analyzed and the effect of the network size on the detection
accuracy is derived. It is found that the false alarm rate decreases exponentially as
the network size increases, even if the percentage of malicious users is unchanged.
Second, we extend our work by proposing a modified linear approach that pro-
vides near-optimal solution. As opposed to the direct-linear approach, the modi-
fied approach enforces the miss detection constraint through an iterative method.
The convergence of the modified linear approach has shown to be fast. Third, we
present different attack strategies and propose a scheme to detect malicious users.
With malicious node detection, the system performance is improved significantly
under various attacks. Several simulation examples are carried out to demonstrate
the effectiveness of the proposed schemes.

2 Problem Formulation

We assume that the network consists of n active users including k malicious
users. We refer to n as the network size. We first assume that malicious users
can detect the primary signal with no errors and always report false information.
More general attack strategies will be discussed in Section 4. The percentage
of malicious users k/n is denoted by α. Each node in the network performs
spectrum sensing and reports its one bit hard decision result to a central node
(fusion center) through a control channel. The control channel is assumed to be
error free. The sensing result is either ‘1’ which means that the primary user is
present, or ‘0’ which means that the band is not used by the primary. All users
experience independent and identically distributed (i.i.d) fading with the same
average signal to noise ratio (SNR), such that each user has a probability of false
alarm Pf , and a probability of detection Pd.

The fusion center is then responsible for making the final decision based on
the received sensing reports from all users. α is assumed to be known, or can
be estimated, at the fusion center. The q-out-of-m scheme is an effective hard
fusion rule that can mitigate the SSDF attacks, as will be illustrated in the next
subsection.
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2.1 q-out-of-m Fusion Scheme

Among the hard fusion rules, the q-out-of-m scheme can achieve a good com-
promise between minimizing the false alarm rate and satisfy the miss detection
constraint. The fusion center uses the q-out-of-m rule to decide whether the band
is idle or busy based on the sensing reports. In the q-out-of-m scheme, the fusion
center randomly polls m out of n users and relies on q-out-of-m rule for final
decision making (the fusion center decides that a primary is present if q or more
out of the m polled users report ‘1’) [8]. The main objective is to minimize the
overall false alarm rate (Qf ) while keeping the overall miss detection (Qm) below
a certain predefined value β. Hence, it is desired to get the optimum parameters
m and q that can achieve the objectives. The problem can be formulated as
follows:

min
m,q

Qf(m, q); (1)

s.t. Qm(m, q) ≤ β;

s.t. 1 ≤ q ≤ m ≤ n; q,m ∈ N.

In order to obtain a closed form expressions for Qf and Qm, we define P d,m−d
k,n−k

as the probability of polling m − d out of n − k benign users and d out of k

malicious users. That is, P d,m−d
k,n−k =

(kd)(
n−k
m−d)

(n
m)

According to our system model, the false alarm rate is expressed in (2), where
three different scenarios are implied [8]:

Qf =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

k∑

d=max(0,
m+k−n)

Pd,m−d
k,n−k

m−d∑

i=q−d

(m − d

i

)
P i

f (1 − Pf )
(m−d−i), k ≤ q;

1, m + k − n > q;

min(k,m)∑

d=q

Pd,m−d
k,n−k

+

q−1∑

d=max(0,

m+k−n)

Pd,m−d
k,n−k

m−d∑

i=q−d

(m − d

i

)
P i

f (1 − Pf )
m−d−i, k>q and

m+k−n≤q.

(2)

Scenario 1: k ≤ q. When the number of malicious users is less than or equal to q
(consequently k ≤ m), there would be some benign users involved, among the m
polled users, in the final decision making. If the m polled users contain d out of
the k malicious users, then the false alarm occurs when there are q − d or more
benign users sending false alarms.

Scenario 2: m+ k− n > q. When the number of malicious users is large enough
to make m + k − n > q (Since m− n ≤ 0, this implies k > q), there are so few
benign users such that among m polled users, there are at least m− (n− k) > q
malicious users. In this case, false alarm happens with probability 1, leading to
spectrum waste. This is because the secondary user will not use the channel even
if there is a white space. Thus, q should not be too small.
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Scenario 3: k > q but m + k − n ≤ q. When the number of malicious users is
moderate, the false alarm probability depends on how many malicious users are
polled. If among m polled users, there are at least q malicious users included,
then the secondary system is jammed regardless of the behavior of other benign
users. Otherwise, if there are d < q malicious users polled, then false alarm
occurs when there are at least q − d benign users reporting erroneous results.

The miss detection probability Qm can be expressed in terms of the detec-
tion probability Qd, such that Qm = 1 − Qd. In q-out-of-m scheme, Qd can be
expressed as follows:

Qd =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

0, if n− k < q;

min(k,m−q)∑

d=max(0,
m+k−n)

P d,m−d
k,n−k

m−d∑

i=q

(
m− d

i

)

P i
d(1 − Pd)

m−d−i,

if n− k ≥ q.

(3)

It is shown from (3) that if q is greater than the number of benign users, then
the primary signal will never be detected (i.e. Qd = 0). This case will result in
severe interference to the primary system. Thus, q should not be too large. In
the case that the number of benign users is greater than q, then at least there
should be q users reporting the presence of the primary signal in order to be able
to detect it. The number of malicious users d = max(0,m+k−n) indicates that
when the number of users being polled, m, is greater than that of the benign
users, then there are at least m− (n− k) copies of malicious reports received by
the fusion center.

3 Simplified Collaborative Sensing Schemes

In this section, first, we highlight the motivation to the simplified collaborative
sensing schemes. Then, we discuss two simplified approaches to obtain the q-out-
of-m scheme parameters, namely: the linear approach, and the modified linear
approach. The asymptotic performance of the linear approaches is also derived.

3.1 Motivation

We aim at obtaining the best scheme parameters for large network sizes and
derive the asymptotic performance of the q-out-of-m scheme as the network
size increases. In the optimal q-out-of-m scheme, exhaustive search is conducted
to obtain the scheme parameters (m and q). The complexity of the optimal
approach is O(n2). Therefore, it is computationally unfeasible to get the optimal
m and q for large network sizes using the optimal exhaustive approach. However,
when we search for the optimal parameters at relatively small network sizes with
β = 0.01, the following two main observations are made [9]:
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Observation 1: The optimal m is almost independent of the percentage of
malicious users. In fact, it is equal or very close to n, as shown in Figure 1(a).
One intuitive interpretation for this is that since the polling is random, it is
better to know the decisions of all the users.

Observation 2: The optimal value of q, denoted by qo, also follows an approx-
imately linear function of n with different slopes depending on the percentage
of the malicious users, as shown in Figure 1(b).

Motivated by these observations, we propose simplified approaches to obtain
the q-out-of-m parameters for large network sizes. This will be illustrated in the
following subsection.
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Fig. 1. The optimal parameters m and q obtained using exhaustive search

3.2 A Linear Approach

We showed in the previous subsection that the optimal m and q can be approx-
imated as linear functions of n, with m almost equals to n. We exploit these
observations by setting m = n and using the following linear function of n to
obtain q [9]:

q̂n,α = �qn0,α + So(α)(n − n0)�, (4)

where So(α) is the slope of the optimal qo versus n curve given that the per-
centage of the malicious users is α, q̂n,α is the suboptimal q value at a network
size n, and qno,α is the optimal q value at a relatively small network size n0 and
it serves as a reference point. Both q̂n,α and qno,α are at α percent of malicious
users. �x� is the smallest integer larger than or equal to x.

We can get the optimal scheme parameters at relatively small network sizes,
and use them as reference points. These optimal (m, q) pairs for the different
network sizes and α ratios, can be obtained and stored in a look-up table, then
used to get the suboptimal scheme parameters for large network sizes. It is worth
mentioning that if the channel conditions change, the individual Pf and Pm

would change and consequently the optimal scheme parameters will be different.
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In this case, the slope and the reference points would change, and the simplified
approach should be applied with the new settings. In practical situations, a
periodically update of the reference points and related slopes would be required.

3.3 Performance Analysis of the Linear Approach

In this subsection, we show that the performance of the linear q-out-of-m scheme
improves almost exponentially as the network size increases. We also formulate
the change in the overall miss detection probability when the simplified approach
is employed as compared to the optimal q-out-of-m scheme.
Proposition: For a fixed and a relatively low malicious users ratio α, the overall
false alarm rate using the linear q-out-of-m approach diminishes exponentially
as the network size n goes to infinity. More Specifically, as n is large enough,

we can choose q such that Pf < q−k
n−k ≤ 2Pf , then Qf ≤ exp

(

− (Bn+ C)
2

An

)

,

where A, B and C are constants.
In order to prove the statement above, we consider the simplified approach

where we set m = n, then it follows that d = k and the term P d,m−d
k,n−k is equal to

one. In the case where q ≥ k, the false alarm probability Qf can be expressed
as:

Qf =
n−k∑

i=q−k

(
n− k

i

)

P i
f (1− Pf )

n−k−i. (5)

It is clear that Qf is the summation over a binomial probability density function
with parameters Pf and n − k, where the random variable is the number of
benign users having false alarm. Recall that the Chernoff bound [10] states that
if X is a binomial random variable with mean μ, then:

Pr (X ≥ (1 + δ)μ) < e−μδ2/3 for 0 < δ ≤ 1. (6)

Let the random variable X be the number of benign users sending false alarm,
then μ = (n−k)Pf . Therefore, Qf = Pr(X > q−k). By setting (1+δ)μ = q−k,

we get δ = q−k
(n−k)Pf

− 1. When Pf < q−k
n−k ≤ 2Pf , we have 0 < δ ≤ 1. It then

follows from (6) that:

Qf ≤ exp

[

−
(

q − k

Pf (n− k)
− 1

)2

(n− k)
Pf

3

]

(7)

Let q = q̂n,α and q̂n,α = qno,α+(n−no)So(α) and assuming that the percentage
of the malicious users is fixed, Qf can be bounded as follows:

Qf ≤ exp

[

− [qno,α − noSo(α) + n (So(α) − Pf (1− α)) − k]2

3Pfn(1− α)

]

(8)
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Let A = 3Pf (1−α), B = So(α)−Pf (1−α)−α and C = qno,α − noSo(α), then
(8) can be rewritten as:

Qf ≤ exp

[

− (C + nB)2

An

]

, (9)

where A, B and C are constants. That proves the proposition.
Remark: When the network size n → ∞, then it follows from (9) that Qf → 0,

which implies that for a fixed α, we can improve the performance significantly
by increasing the network size.

In addition to the low false alarm rate, the simplified approach should also
ensure low miss detection probability. If qn1,α is the optimal parameter obtained
by exhaustive search at large network size n1. Again, qn1,α is unfeasible to be
obtained and a suboptimal q̂n1,α is used instead as mentioned earlier. For a fixed
malicious users ratio α and network size n1, we consider possible increase in the
miss detection probability as a result of using the simplified approach. The miss
detection probabilities obtained using the linear and optimal q-out-of-m schemes
are denoted by Qms and Qmo , respectively. By setting m = n1, we get:

Qms = 1−
n1−αn1∑

i=qn1,α+Δqn1,α

(
n1 − αn1

i

)

P i
d(1− Pd)

n1−αn1−i, (10)

and

Qmo = 1−
n1−αn1∑

i=qn1,α

(
n1 − αn1

i

)

P i
d(1 − Pd)

n1−αn1−i, (11)

whereΔqn1,α = q̂n1,α−qn1,α. Knowing that Qm0 satisfies the problem constraint,
we define ΔQm = Qms −Qmo as the increase in the miss detection probability.
Therefore, ΔQm is expressed as:

ΔQm =

qn1,α+Δqn1,α−1
∑

i=qn1,α

(
n1 − αn1

i

)

P i
d(1− Pd)

n1−αn1−i. (12)

ΔQm is required to be as small as possible to keep the miss detection below
the predefined limit. It is noted that if Δqn1,α → 0, ΔQm → 0 and Qms →
Qm0 . However, it is hard to obtain ΔQm, since qn1,α does not have a closed
form expression. We modify the linear approach to enforce the miss detection
constraint as will be illustrated in the next subsection.

3.4 Modification on the Linear Approach

To ensure that the scheme parameter q̂n,α, obtained using the linear approx-
imation, results in the lowest false alarm rate and satisfies the miss detection
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Fig. 2. The modified linear approach at α = 25%

constraint in (1), we propose to modify the linear approach using an iterative
method to find q̂n,α. This algorithm works as follows:

1. Set m = n and use the linear approximation in (4) as an initial value for
q̂n,α.

2. Calculate the miss detection probability using (3).
3. Increase q̂n,α to q̂n,α + 1 if the miss detection is below the predefined β.

Then, go to step 2.
4. Decrease q̂n,α to q̂n,α − 1 if the miss detection is above the predefined β.

Then, go to step 2.
5. Terminate the iterations when the largest q̂n,α that meets the miss detection

constraint is obtained.

The approach above guarantees that the linear approximation will satisfy the
miss detection constraint. This modification provides a near-optimal solution,
since it obtains the highest value for q that satisfies the problem constraint.
Note that, higher values of q lower the false alarm rate. The sub-optimal q (that
is q̂n,α) obtained using the linear approach, with and without the modification
procedure, is shown in Figure 2(a). It is shown that the linear relationship be-
tween q and n is also valid after the modification; therefore, with modified values
for the reference points and/or the slope So(α), the asymptotic performance de-
rived in Subsection 3.3 also applies for the modified linear approach. Thus, it
can also be concluded that using the modification procedure, the false alarm
rate decreases exponentially as the network size increases, even at a fixed per-
centage of malicious users. In Figure 2(b), the number of iterations required in
the modified approach is plotted versus the network size. It is shown that the
modified approach has fast convergence property, and thus it is significantly less
computationally intensive than the optimal exhaustive search.
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4 Performance Enhancement through Malicious Node
Detection

In this section, we first illustrate the different attack strategies that could be
adopted by the malicious nodes, then propose to enhance the sensing perfor-
mance by detecting malicious users and discarding their reports.

4.1 Malicious Nodes Attack Strategies

The optimal and the suboptimal scheme parameters for q-out-of-m approach
consider the worst case scenario, where malicious users always send false sensing
information. These parameters (m, q) are also used for more general attacking
approaches. In the following, let Pa be the probability that each malicious node
intentionally reports false information. It is assumed that all malicious users
have the same probability of attack in a particular sensing period. We consider
three different attacking strategies:

– Strategy 1: In this strategy Pa = 1. That is, malicious users always report
false sensing information.

– Strategy 2: In this strategy, the malicious users send false data with an
arbitrary probability Pa that is fixed, with 0 < Pa < 1.

– Strategy 3: In this strategy, dynamic attack is adopted by the malicious users
by changing Pa after each attacking block, which is composed of T sensing
periods. More specifically,

Pan = Pan−1 +Δ1x−Δ2(1− x), (13)

where Pan is the probability that a malicious user attacks in the nth attack-
ing block, x is a Bernoulli random variable characterized by the probability
Px, Δ1 and Δ2 are the increment and decrement step size, respectively.

Denote the false alarm and miss detection probabilities of the malicious users as
P̃f and P̃m. Then, the overall attacking probability in the nth attacking block
is:

Pattack =

{
Pan(1− P̃m) + (1− Pan)P̃m, primary user present,

Pan(1− P̃f ) + (1− Pan)P̃f , primary user absent.
(14)

4.2 Malicious Node Detection Approach

We propose a simple, yet effective, method to detect malicious users and improve
the overall performance. In the proposed approach, we use two counters for each
node at the fusion center. These counters are updated after each sensing period
by comparing the final decision (using the q-out-of-m rule) with the individual
sensing reports. The first counter for node i is denoted by Ti,o, and it represents
the number of times node i sends ‘0’ when the final decision is ‘1’. The second
counter Ti,1 represents the number of times node i sends ‘1’ when the final
decision is ‘0’.
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If the observation time is N sensing periods, then when N ≥ Nth,
Ti,o

N and
Ti,1

N
would be approximate indications for the benign users’ miss detection probability
and false alarm rate, respectively, where Nth is the minimum observation interval
required to collect sufficient information about the users behvior. Hence, if

Ti,o

N is

greater than Pm+δ or
Ti,1

N is greater than Pf +δ, where δ is a considerably small
value, then the corresponding user’s report is discarded from the next decision
process, but its counter will continue to be updated in the next observation
period. In case

Ti,o

N is greater than Pm+ δ1 or
Ti,1

N is greater than Pf + δ2, where
δ1 and δ2 are relatively large, then the corresponding user will be discarded from
the spectrum sensing process and its counter will no longer be calculated. The
proposed malicious node detection method can also be used to determine the
percentage of malicious users.

It is noted that the detection of the dynamic attacks is more difficult and
takes longer time than that of static attacks. Simulations will show that this
simple malicious detection approach improves the performance significantly for
all attack strategies.

5 Simulation Results

In our numerical analysis, we assume that the miss detection limit is β = 0.01
and the individual sensing probabilities are Pf = 0.1 and Pd = 0.775. At different
values for α, So(α) is calculated using points at n = 20 and n = 35. The reference
points are at no = 35. We evaluate the performance in the following examples:

Example 1: Modified Linear Approach. In this example, the performance
of the linear and modified linear approaches are evaluated in terms of the miss
detection probability. We assume that the malicious users can detect the primary
signal perfectly and always report false information (i.e. Pattack = 1). The miss
detection of both approaches are shown in Figure 3. It is clear from Figure 3(a)
that using the linear approach a slight increase in the miss detection over β hap-
pens at α = 15% and 25%. This problem is solved by enforcing the modification
procedure discussed in section 3.4 as shown in Figure 3(b).

Example 2: Malicious Detection Scheme. We assume that α = 25%, and
the malicious users have P̃f = Pf and P̃m = 1− Pd. We use the modified linear
q-out-of-m approach for fusion and investigate the performance under different
attacking strategies. For the second attack strategy, we set Pa = 0.7, and for the
third attach strategy we set Δ1 = Δ2 = 0.2, Pa1 = 0.7, T = 10 and Px = 0.5.

When the malicious detection approach is not employed, it is shown in
Figure 4 that the performance is worst under the first attack strategy, where
malicious users always report false information. It is also clear from the figure
that the false alarm rate improves as the network size increases, even under the
same percentage of malicious users.

Using the proposed malicious node detection algorithm with Nth = 100, δ =
0.05, δ1 = 0.4 and δ2 = 0.3, the overall false alarm is also shown in Figure 4. No
prior knowledge of the attack strategy is assumed at the fusion center. It is clear
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Fig. 3. Example 1: The miss detection probability using the linear and modified ap-
proaches
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Fig. 4. Example 2: False alarm rate vs. network size with and without employing
malicious node detection

that the malicious detection approach improved the performance significantly
for the different kinds of attack, however dynamic attacks take longer time to
be detected as compared to static attacks.

6 Conclusions

In this paper, we used the q-out-of-m fusion rule for cooperative spectrum sens-
ing in cognitive networks to mitigate the SSDF attacks. We proposed an iterative
approach to obtain the near-optimal q-out-of-m scheme parameters and enforce
the miss detection constraint. The proposed approach has fast convergence and
can be easily applied to large-scale networks, where optimal exhaustive search
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would be infeasible. It is shown that the false alarm rate of the proposed scheme
decreases almost exponentially as the network size increases, even if the per-
centage of malicious users remains the same. In addition, we discussed differ-
ent attack scenarios and proposed a malicious user detection scheme that has
shown to improve the performance significantly under the different SSDF attack
strategies.
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